MIFON MF1- card reader

1. Introduction

Mifon MF1 card terminal is an self-reliant device which enables access control using
contactless identification cards.

Usage of card is only available after registering it with terminal.

Device is able to store two kinds of cards: regular - USER and administrative - MASTER.
USER cards enables access to safeguarded area. MASTER cards enables ability to add and
manage of USER cards.

Terminal is able to store two Master cards and up to 252 USER cards.

USER cards are being stored in memory cells numbered from 1 to 252. Memory cell is a card
ID number.

Memory cells for MASTER cards do not have any identification numbers.

Terminal has been designed to work in temperature form -30 to +70 Celsius degrees

Accessing safeguarded area

Device enables access to protected area by opening electric lock (not in set).
Electric lock is released by:

- pushing button on house phone inside protected area;

- pushing button installed inside secured area;

- putting USER or MASTER card to terminal reader area;

Function for disabled or old people — extending opening time
Extending of opening time is enabled by multiple putting card to reader area or multiple
pushing button. Each closing of card extends open time by 5 seconds.
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2. Working with device

Events

Event is any action of user or administrator . For example putting USER card to reading area
of terminal.

Svmbols used in this manual

- putting MASTER card to terminal card reader area
- putting USER card to terminal card reader area
- putting UNNOWN card to terminal card reader area

NX - putting N x MASTER card to terminal card reader area (each putting MASTER card
to reader area is confirmed by short beep)

Ns (9 - N seconds of inactivity

Used sound signals

Device confirms each action with sound

Svymbols used for sounds in following part of manual

v/ - confirmation — short beep

5 - return to stand - by mode — double short beep

% - error — five - time very short beep

Nxy/ - signalization of number — long signal for zero notification, short ones equaling
signalized number.

Possibility of following sound signals
X5 - error and return
v+ ) - confirmation and return
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Device modes

Device is always in certain mode. Terminal is entering certain mode due to user or
administrator actions. Mode is being signalized using LED diode. For example Standby mode
is signalized by continuous LED on state.

Light Signals

@ _LED diode OFF

~

~ _ LED diode ON

<IN

-0 - LED diode ON and then OFF
“B-0-8:0 -fast LED ON and OFF sequence

N XEBEB—@ - number signalization — N on and off LED sequence followed by short break

3. Startup

Set includes two cards which back layer is single — color printed (red, blue, green or black).
These cards have been assigned as MASTER for specified card reader.

Optionally device can be delivered without pre-stored MASTER cards. In such case
procedure for adding first two MASTER card is:

Power up terminal is for putting close two cards which will be stored as MASTER;
signalization - {B:8:8:B fast on and off LED sequence. After device returns to standby mode
signalization -;85

A sequence to record two cards as MASTER:

- close down two cards — one after another

+>vV—>| N[>V

After this terminal automatically returns to standby mode. After second beep any
UNSTORED card will be assigned as USER with ID number which will correspond close up
order. It is recommended to mark each card with number on blank side. The numbers and its

description can be written on included sheet.
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4. Standby mode

In Stand — by mode device is waiting for putting close cards. If terminal detects previously
stored USER card it gives access ( for example opening electric lock ). Putting close
MASTER card sets terminal in administrative mode and is waiting for command.

Standby mode is signalized by constant LED ON state.

The following part of this manual how to use and manage cards. Every instruction given
assumes that terminal is in standby mode.

5. Opening lock

To gain access :

->\/ - bring close USER card.
or

*\/ - bring close MASTER card.

6. Adding USER cards

While using easy USER setup UNERGISTERED cards are being stored in first empty
terminal memory cell. After completion they can be used as USER cards.

To register new USER card :

>V bring close MASTER card to enter administration mode;
administrative mode signalization —EBE@

[ m| > sl > 1 ey again bring close MASTER card and wait 5 seconds to enter
command 1 mode- easy USER setup

terminal signalizes easy USER setup by fast on/of LED sequence 1 * EBE@—@
>V - bring close UNREGISTERED card in order to store its signature in first-empty
memory cell

Multiple card can be added without leaving command 1 mode

*@ - bring close MASTER card to exit easy USER setup mode and return to standby

Standby mode is signalized by constant LED ON state. ;BE
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7. Easy USER removal

In this mode USER cards will be deleted from terminal memory.

To remove USER card form terminal memory cell in which it was previously stored:

- V- bring close MASTER card to enter administration mode;
administrative mode signalization - :B: @

2x M| > s+ 2xv - Twice bring close MASTER card and wait 5 seconds to enter
command 2 mode- easy USER removal mode;

Terminal signalizes easy USER setup by fast on/of LED sequence — twice 2 x EBE@—@
+ v/ - bring USER card to REMOVE it from terminal memory;
Multiple card can be removed without leaving command 2 mode.

*@ - bring close MASTER card to exit easy USER setup mode and return to standby

~N| -~
Standby mode is signalized by constant LED ON state. '8‘

<UJS

8. Resetting terminal memory - removing all USER cards

IN this mode ALL USER cards stored with terminal will be DELETED.

To remove all USER cards:

-+ /- bring close MASTER card to enter administration mode;
Administrative mode signalization —:BZ @

3x| M| > 5S® +»3xy - Three time bring close MASTER card and wait 5 seconds to enter
command 3 mode — removing ALL user cards

Terminal signalizes easy USER setup by fast on/off LED sequence — triple 2 x ;EEB—@

- Confirm command by three time bring close MASTER card
3x| M| >
55@ >V>D and wait 5 seconds return to standby mode

Standby mode is signalized by constant LED ON state :E:
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9. Adding USER cads with signalization of ID number.

In this mode UNERGISTERED cards are being stored in first - empty terminal memory cell.
After each assignment device will signalize ID number. New cards can be now used as USER
cards.

To add new USER card with its ID signalization:

-+ /- bring close MASTER card to enter administration mode;
administrative mode signalization - :BZ @

SX| M| 58@ +5xv - Five times bring close MASTER card and wait 5 seconds to enter
command 5 mode — adding new USER cards with ID signalization

terminal signalizes easy USER setup by fast on/off LED sequence — 5-time 5 XEBEB—@

- bring close UNREGISTERED card in order to store its signature in first-empty memory cell.
Terminal will signalize ID number by beeping:

- H —times to signalize Hundreds

- T - times to signalize Tenths

- S - time to signalize Singulars

+\/—>HX\/—>TX\/—>S xy/
Multiple card can be added with ID signalization without leaving command 5 mode .

*@ - bring close MASTER card to exit easy USER setup mode and return to standby

~L ]~

Standby mode is signalized by constant LED ON state. :E‘

~

Zero (for each ID module) is signalized by long beep.
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10. Adding USER cards to specified memory cell.

In this mode UNERGISTERED cards are being stored specified memory cell. After each
assignment device will signalize ID number. New cards can be now used as USER cards.

To assign Card to specified ID:

->\/ - bring close MASTER card to enter administration mode;
administrative mode signalization - :B: @

6| M| > 5S® +»6x\y/ - six times bring close MASTER card anq wait 5' seconds to enter
command 6 mode — adding new card with specified ID;

Terminal signalizes command 6 mode by fast on/off LED sequence — 6-times® * EBEB‘B

HX | ™M > 5s® *+Vv  -bring MASTER card close by “H” times to signalize Hundreds of
specified ID number, and wait for 5 seconds for confirmation sound - short
beep;

px [ 01| > s @ >y - bring MASTER card close by “D” times to signalize Tenths of
specified ID number, and wait for 5 seconds for confirmation sound - short

Sx| m|» 5s® $LD;

- bring MASTER card close by “S” times to signalize Singulars of
specified ID number, and wait for 5 seconds for confirmation sound - short
beep;

Terminal will now signalize given ID number by number of short beep corresponding given

number for Hundreds, Tenths and Singulars.

Hxy —» Txy —»Sxy/

->\/ - bring close UNREGISTERED card in order to store its signature in specified
memory cell;

Now terminal will wait for administrator to give another ID number to write new user card
with specified ID. Returning to Standby mode can be done by selecting zero ID — waiting 15
seconds.

153@ > @
~ ~
Standby mode is signalized by constant LED ON state. :E:

If given number is not zero device signalizes it by number of short beeps.
If specified number of id should be zero device will signalize it by long beep.
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11. Removing USER cards form specified ID number.

While in this mode device will erase memory cell of specified ID which means USER card
with its ID will be no longer recognized as authorization key. This mode is useful in situations
when USER card with known ID is lost, damaged or stolen.

To remove USER card form memory cell of specified ID:

-+ /- bring close MASTER card to enter administration mode;
Administrative mode signalization —:BZ @

7X > 5s® + 7xy - seven times bring close MASTER card and wait 5 seconds to enter
command 7 mode — removing USER card with specified ID;

Terminal signalizes command 7 mode by fast on/off LED sequence — 7-times 7 XEBEB—@

Hx | M| > 5S® -+ -bring MASTER card close by “H” times to signalize Hundreds of
specified ID number of memory cell, and wait for 5 seconds for confirmation
sound - short beep;

px [ 01| B s @ >y - bring MASTER card close by “D” times to signalize Tenths of
specified ID number of memory cell, and wait for 5 seconds for confirmation

sound - short beep;

sx| m|» 5S® +»\/ -bring MASTER card close by “S” times to signalize Singulars of
specified ID number of memory cell, and wait for 5 seconds for confirmation
sound - short beep;

Terminal will now signalize given ID number by number of short beep corresponding given

number for Hundreds, Tenths and Singulars.

Hxy —» Txy —»Sxy

Again bring close MASTER card to confirm command of erasing memory cell form specified
ID making USER card with this ID to UNAUTORIZED with terminal.

[ >v

Now terminal will wait for administrator to give another ID number to write new user card
with specified ID. Returning to Standby mode can be done by selecting zero ID — waiting 15
seconds.

155@ > @
Standby mode is signalized by constant LED ON state - ;BE
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If given number is not zero device signalizes it by number of short beeps.
If specified number of id should be zero device will signalize it by long beep.

12. Changing MASTER card.

During this procedure MASTER card currently not used by administrator will be replaced by
new card which will be second MASTER by end of procedure.
This mode can be useful when second MASTER card is damaged, lost or stolen.

To change not used MASTER card:

+Vv - bring close MASTER card to enter administration mode;
administrative mode signalization - :BZ @

8x| M| »ssCJ»8xv/ - eight times bring close MASTER card and wait 5 seconds to enter
command 8 mode — replacing MASTER card;

terminal signalizes command 8 mode by fast on/off LED sequence — 8-times 8 XEBE@—@

- confirm replacing second MASTER card replacement by again bringing MASTER card
close - eight times and wait 5 seconds — confirmation short beep.

8x | M| 550 >/
- bring UNNOWN card in order to assign it as MASTER;

+\/+@

Device will return to Standby.

-~

Standby mode is signalized by constant LED ON state - EB:




